
¥"Lecturel_5 : cryptographic hardness
Givensecretve s sampled from

a distribution D over IR
"

(usually over ⑦15kt )
,

samples (✗v1) , . . . , (✗min) generated iid via

✗nuniffzq.IT )
y = ((Hs> + e) modq ,

en E

standard choice of noise distribution : E= Dz ,o where

DeDzE : distribution over Z w/ density
this normalization just makes passing to Fourier

more convenient

DqoH= E- expf⑤×% ) for C- Eexpfayyo)
YEZ

DecisiondLWE_ : distinguish whether samples came

from ( oh , min, D
,
Dz ,o ) - LWE or

from D ✗ Unit (2/54) .

(P,ÉWE) : Given secret vector W sampled from

a distribution D over §
" "

, samples (x, ,y,) , . . . Gain) given by
✗ in N / 0,1dm)

Y= ✗ ( × , w> + e) mad 1
,

e-NAP
"

)
DecisiondCLWE_: distinguish whether samples came

from ( p ,V,m,n , D) - CLWE or

from D ✗ N / 0,1)



HomogeneonsCLWEIC.in/-initeparHdpancakes)-
Define the event { : Yz + Nfqp) c- 2 for

z-lw.HN/0il1Prfz-1E)aprfxJ.Eexpf-kYp:-i)

✗ Eyes.pt#(Hj-.)+HpI-)aptY-p.j--E.eap(-'"¥l×-4¥) )expf¥pj
• E. expl-Y-p.IN/pY.t.pI-. )

.

So in direction of w
,

✗ distributed as mixture

of Gaussian of width p÷g centered at multiples of ¥,
with exponentially decaying mixing weights



THI (Gupte - Vafa - Vaikuntanathan '
22] :

let D be any
distribution over vectors in In w/ norm r

.

Let E be the discrete Gaussian distribution Dz , o .

Let ✗= ⑦ (r) and p=O(%) .

Provided a> > r , there

is a poly - time reduction from decisional ( q ,m, n , D.E)- LWE
to decisional ( 13,8 , n , n , D

'

) - CLWE for D
'

the

distribution given by reading D to unit norm vectors
.

Steps of proof :

⑨ .
preliminaries about Gaussian on lattices

④ . discrete noise → continuous noise

④ .

discrete ✗ 's → ✗ In Unif ( IR /q2)

⑦ Unif(R/qZ ) → Nfoisd )

⑧ Preliminaries :

Lattice of rank n : set ① C- 2
"

of all integer linear

ÑÑ linearly independent vectors B={b , , b.) (
" basis

")

DE : ye R
"

s.-1
.

↳DEZ Y ✗ c- A

Tf A has basis B
,
M has basis (BT )

"



Denote by ps
,
,
G) = exp / - ✗ 11×-4145 ) (Gaussiandensity)

so that Nfc , , x) = ps.cat/s " &D
when c- 0 , denote by Ps (x) .

Given TE R^ ,
dude

f. ( T) & EBM
YET

and define gooddisweteGawssimoverh-c-w-PEO.sn. !a¥,
where Atc :{ cty : ye A} .

fundamentalpaaeepiped : Given bas, B= { b , , . . , bn]cK^

☒ E { § ?- bi : 0%4 for Kien }
.

n z ←

.

.

Given ✗c- pi
,

✗ mod PCB) is the unique point zeP(B)
5--1 . X-Z E N

.

°=detCB)= volume ABD ( note : det(Ñ=¥m )

Smoothingpaaneter : Gin lattice A ,

☒)& int { s : f,s(Ñ\{d) ← E
.
}

Intuition (made formal below) : amount of Gaussian noise g

needed for g mood P(B) to be approximately
distributed as uniform over PCB)

.



[Most important lemmas highlighted in green)

LennyD: For any qs> 0 , ce IR
"

,

rank - n lattice A with bass B
,

TV ( Ds, , mod PCB) , Unit (PCB))) eek
provided 5>-7

,

(B)
.

Proof : Denote by Yf ) the density of Ds, , mad PCB) , so

Y G) = ÷ ⇐ f. In + ×)
=

s
,
c- ✗
(h)

( Lemma 2 ( Poisson summation) below)
= det (C) E →"it"' -×>

py, (w)
we no

e

= deth) ( ti E e

↳µ,,

-"""""

pm (w
))

Tf Uf ) denotes uniform density on PCB)
,

TYY.DE#Yi?--YdUH
c- t§ ,,

Push

=
,, (MIA ) E Ek .

☐



Lemmond ( Poisson Summerlin) : for any
"

nice

"

( i.e . infinitely differentiate 4 at least polynomial, decaying tails)
function f : IR

"

→ E
,

E fly) = de-1W) - EF /w)
,

YEN WEN

where f- (w) & f fly) e-
"" <windy

.

Pi

Proofsketdn : Let's just show this for A- P-2.fr
which A:P

.

Define f-G) = £fH+PD ,

which

Y= -

as a fun# IRK-2-51C has Fourier series

f- G) = [ an e2*in×1p
n= - ✗

for p

an = ⑤ FG) e-Ztiinxtsd,
O

p

=€ ff( ✗ +py) e-
Kinks

dx
P
y = - 0

-8£
•

y= - •
§ fG+Py) e-

↳i^G+#p
dx

-✗

= µ ffje-2-ainxpdx-tpf.IN/p.
÷

so F(D= E.an = f- E. ICMP) -

- detfiwfn.IM.
o



Can apply lemma 2 in proof of Lennon 1 to

f = Ps
,
c-✗ , noting that

^ ^

f = Ps
,
c. ✗

= e-
2":(c- × , .>gs

(Fourier ¥I¥Iis
Gaussian

)

-Zai (c-%-) n
=
eSpf

Next lemma says that adding a wide enough discrete Gaussian
to a wide enough continuous Gaussian results in distribution very

close to a continuous Gaussian w/ the expected variance :

Lemnn3- : Suppose as >0 satisfy

F÷r>_ % (n) .

ThenTV@ne.r * Ds
, Dre. ) EE .

PI : Let Yf) denote density of Dna , , • Ds .

Then

YG) = g¥+i, €+1 G) Ps "- Y)
( some

tedious
a-⇒ t.sr.ua . "¥;÷÷=



a.÷:¥i÷p↳ .

For any we Ñ
,

⑦ T.rs#..r:.-+.?...(w)=e-2*iGr:sF-dpm.*(w,
③ it f ( w ) = e-

"it" - '>

p
,,, (w )

/ 1- E.no/=fE,,.,e-kiarr::-.i--c
>

f¥+H /
← Pf 04101) e e

Similarly
,

Il - En. / ± Pw CMH ) c- c- ( ble ke? )
.

so YG) = (HOH ) . REG) Y ×
,
from

which the lemma follows . ☐



Corotary : For 2-
,
C EIR

"

,
r
,
✗ > 0

, if

¥¥I ? 214 ,

then for Vn Dmc
,
,

and e- Dx
,

Tv ( law / ten> + e) , Dr☒*)EE .

How big is % (A) ?

Lemm 7e(ME t.cn)

where tn(A) is smallest radius r s.-1 . ball of radius round 0

contains n linearly independent vectors in A
.

Proofidea : let s=fÉ - f. (A) . Idea ☐ to

show that for any V of nom Etna)
,
almost all of the

mass for Dµy, comes from points in A orthogonal to V
.

So if there are n such v 's that are linearly independent ,
then almost all mass ones from the origin , i. e. py , fil {d)
will be small ( in fact , exponentially small in 5)

.

-

We are now ready to prove the
main theorem .



① Discrete noise → continuous noise :

Given a sample G. y ) , sample e
'

- Do , for
o'd 7g (2) = 0-(191/8) and form sample G. yte

' )
.

Claim : If (Ky) 's - LWE over 474inith discrete Gaussian noise

@sp if (x,y) 's - uniffkh.BY/iUnifHkH).-ken distribution over G.yte
'

) 's

is ⑧A)Hose in TV to LWE with continuous Gaussian noise with

slightly higher variance ( resp %) - close in Tvtowifftk/qII)×uñf(Rh?⃝
PI : ④ : if G. y ) 's n LWE w/ discrete noise

,

then

Y=¢%w> tete ' )md g.TV/law(e-ieD.Do-.oF)sf by
corollary above .

⑨ : if His) 's uniform , then TV ( low / e' moai) , Unita,DDE8
by lemma 2 above

,
so TV ( lawfytémodq)

,

UniJ(1121974158 .
Claim follows by min bound over m samples . 0

② Discrete × 's → uniform continuous × 's :

Given
a sample G. y) ,

sample gn Do , for
É ? 7g (2) = 0-(1,1/8) and form sample (⇐ + g)mod g. y)

.

Ctaim : If G. y) 's - LWE over HJ with Gaussian noise

( resp if G. y) 's n Unit ((7%74)×414%2), then distribution over Gaylord gid 's
is 018m) - close in TV to LWE over D= Unit ¥5k))
with continuous Gaussian noise ( resp .

☐ (Sm) - close



in Tv to Unif (CRUZI) ✗ Unit GRIM)
.

PI : AG : if Hy) 's - LWE , then

y=K%w>+ e) mod g
= ( Lxtg,w)+e- mod of
W T T

continuous conditioned on

| Gaussian itg) Mody
,

distributed as

discrete Gaussian~
close to close to continuous
Unit(114/545) Gaussian noise by Corollary above

by Lemmon I

⑥ if ( x, y ) 's uniform ,
then

☒+g) mad q distributed approximately as

Uniformly by henna 1
.

③ Uniform continuous ✗ 's → Gaussian ✗
'

si

Gier ✗- Unit /d. A)
,

for c- = wltgn)
, form ✗

'

~Dz+×
,
-c

Note : ( Kw) = ( xiw) mad 1 for we 2 ?

because Dz+×
, ,

supported on points ✗
'

=_ ✗ "* 1



Let Yf) dude density for ✗
'

.

Yfi) = §Dz+×,eHd×
= § Ili - *1) -

,
dx

=

site)

I felt
' )

,

so law /×') close to D
,

as desired
.


